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Introduction

Canaries and Canarytokens are deployed all over the
world.

From the inboxes of billion dollar Silicon Valley darlings to the networks of nuclear research
agencies. From Universities in Australia to aquariums in the American Midwest, they happily
serve, always vigilant.

Even with default configurations we've seen Canaries blow the whistle on crack red-teams
and previously undiscovered “insiders”, but wouldn't it be great to have a document that
covered some typical deployment use cases? This is that document!

Covering all the combinations of operating systems, services and use cases that apply to
Canaries and Canarytokens would make this document unwieldy. Instead, we've chosen
some of the more popular examples to get you accustomed to typical configurations and
deployment strategies.

Magic Numbers
How many Canaries should | deploy?

As a general rule, Canaries should be deployed within each of your security trust zones.
Don't worry about getting the number perfectly right on the first try. Adding Canaries is easy
and Canarytokens are unlimited with every subscription.

Most organisations start out small and gradually build as they get comfortable with
configuring and deploying birds and tokens.
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Canary Principles
Canaries are designed around a few core principles:

Quick Deployment

There is no wrong way to deploy a Canary. The Canary personalities have been designed so
that a default configuration will catch attackers. Of course, there’s nothing wrong with
customising configurations as well.

High Quality Signal

Canaries will alert you only when necessary. Most customers report only a handful of alerts
per year. As Canaries are designed to be deployed on internal networks, any false positives
are typically removed by whitelisting trusted systems that perform regular scans. When a
Canary alerts, it's worth looking into.

Minimal Management

Canaries do not require daily attention. Once deployed, they will do their job without regular
interaction or maintenance. Updates to the management console and individual Canaries
are automatic. In the rare case they encounter issues, they'll let you know.

Simplicity

While a lot of work is done in the background to make Canaries look convincing, getting
them to work is as easy as plugging in a kitchen appliance.To attackers, they look and feel
like valuable targets, making them impossible to ignore.

https://canary.tools 2 Canary Principles



rs

A Vanilla Deployment

Sometimes, Vanilla Can Be Great Too!

Thinkst Canary ships with a host of preconfigured “personalities”. Several flavours of
Windows, OS X, and Linux are available as well as routers, switches and SCADA equipment.

What does this mean? Options!

Talk to any red-teamer and you will be regaled with stories of an unusual looking Solaris box
that had an admin password to the entire network or a crusty old-backup that still held the
keys to the kingdom. Out of place boxes attract as much attacker attention as boxes that
blend in. It's why even “vanilla” deployments work well!

L3

Linux Database

Windows 7 Desktop Fileshare -
Windows 8 Desktop Fileshare
Windows 10 Desktop Fileshare
M5 Sharepoint 2010
ns7
Linux
Standard Linux Server
Linux Proxy
CentOS 7 Server
Oracle Enterprise Linux 6
Oracle Enterprise Linux 7
Oracle Enterprise Linux 8
Apple
Mac OS X Fileshare
Networking
Dell Switch
Integrated Dell Remote Access Controller
Cisco Router ‘
Cisco VolP Phone 7975G -
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Obvious Attacker Entry Points

There are several places on networks
where attackers are likely to show up.

In a DMZ, in a database segment, on the VOIP network, and so on. A well configured Thinkst
Canary in these spots is bound to attract their attention.

While step-0 is probably going to be raiding the server itself for data or access, the very next
step is going to be situating herself and looking around. While the cautious attacker will first
do this by examining other servers directly connected to the compromised host, the
attacker is forced to look around. It may not be full blown Nmap scans, but its fairly common
for an attacker in this position to reach out to hosts near-by.

If running Linux-based web servers, a Canary that looks similar on the same subnet is
bound to get “touched”.

DMZ-1

L- internal - user

Attacker Probes Network Nodes In Close Proximity (without A Canary)
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Linux Server?
Just Deploy and Forget About It.

If the web server you are running is a Linux server, a Thinkst Canary on the same subnet,
running a typical LAMP stack is bound to get “touched”. (Note that this server need not be

exposed to the Internet, in fact, we strongly advise against it).
You can deploy your Thinkst Canary there, and forget it. It's a pretty safe bet that when one
of your DMZ servers gets popped, the attacker is going to let you know they're there by

touching your Canary too.

DMZ-1

N
n internal - user

Attacker Probes Network Nodes In Close Proximity (with a Canary)
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What Are Your Crown-jewels?
The ‘crown Jewel Canary Is One Of Our Favourites.

With just a few minutes of thinking, it should be possible to come up with a short list of
which data/objects in your organisation you would most want to protect. For a large mining
house, this would be GIS and prospecting information. For payment card processors, it's
stored Cardholder information and Track2 data. For large defence contractor working on a
Joint Strike Fighter, well - you get the picture. Once you have identified what these crown-
jewels would look like, create a NAS storage device, or a Windows file server that appears to
hold such jewels in an appropriate location.

The Thinkst Canary Is Fingerprinted As A Windows 2008 R2 Machine

https://canary.tools 6 What Are Your Crown-Jewels?
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Where Can They Go?

You Can Place Them In The Appropriate
Network Segment Or Workgroup:
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Active Directory

Happily Enrol The Servers
Into Active Directory

What's cool about this sort of Canary, is that you don't even need Domain Admin privileges
to join the Canaries to the domain, and even if your attacker were to port scan these birds,
they totally look the part.

A super fortuitous property of the Crown-Jewel-Canary, is that you don't have to jump
through elaborate hoops to make them discoverable. If your company builds the Joint Strike
Fighter, and on the research network, you have a server called \\RESEARCH with a folder
called JSF2020 — the sorts of attackers you care about will reach out to you. It's why they
are there.
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All Your Routers Are Belong To Us!
Attackers Love Network Kit.

They are often unhardened and rarely monitored. They are analogous to Harry Potter’s
FLOO Network, allowing one to pop up in different parts of the network. The Snowden leaks
confirmed that routers were a firm favourite of GCHQ too, who had compromised core
routers belonging to Belgacom for years before discovery. A fake router would be just the
thing to detect network-focused attackers.

Fortunately, Thinkst Canary makes this trivial. From unboxing to a Cisco Router, in under 3
minutes:

Apple

Metworking

Unbox Select “Cisco Router” Reboot To A Cisco Router

For bonus points, add routes on production machines to unused/non-existent private
networks through this new ‘Cisco Router’. Valid traffic will never get there, but an attacker
mapping out your network? Totally!

Adding Routes On Legitimate Hosts To Aid Discovery
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Insiders In Gen-pop!

Many Organisations Throw Their Users
Into A Common Network.

While we can certainly appreciate the Mad-Max, Thunderdome’esque feeling this engenders,
it usually leaves users exposed to each other. Do you know when Alice maps to other users
shares / browses their folders? You can with a simple, well placed Thinkst Canary!

Choose an OS that matches your environment, like Windows 10. Then let's give the laptop a
suitable name \\CEO-IBMX1 — let's see if Alice reaches out to her Private share. (If you are
feeling curious, let's create Private\2018-Recruiting, Private\2017-Financials and Photos on
that machine.

Files to Share

El £ \\CEO-IBMX1\Private
- [ 2021-Financials

(Right-click to Edit)

Upload custom file share

Create Your Folder And Files

Thinkst Canary will be very specific about what Alice did, so it's worth knowing what “she”
was actually after.

Alerts

2 Canaries

. | o Shared File Opened on CEO-IBMX1
® CEC-IBMX1

Canarytokens from 192.168.20.142

- = &
\ = §g

|

Location er room A Location Server room A

Last seenn 0 seconds ago

Lastseen [
Uptime 1 minute Uptime T
Personality Windows 10 Desk. Personality Cisco Rowter

Mo tokens created & &g

Add a new Canaryioken
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What's cool is, even though this is a trivial deployment that unmasks your Alices, it also
sounds the alarm when you are about to face a Saudi Aramco style attack. Attackers there

touched hundreds of hosts for weeks or months before making their primary attack (which
wiped the data off nearly all systems).

o Shared File Opened on CEO-IBMX1

L

Shared File Opened on CEQ-IBMX1 (Default Flock) [ x

]

Time Since Incident Timestzmp

0 seconds ago May 30, 04:05:05 PM GMT+2

Flock Canary

Default Flock CEQ-IBMX1

Canary Location Source IP

Server room A 192.168.20.142

Date: Mon May 38 20027 18:83:85 ANT+0280 (Central Africa Time} L
File: 2821-Financials/Ledger J821.xlax
SME User: administrator
Sharenams: Private
w Mode: Workgroup
Remote SME Hame: winld-pc
SMB Version: SMB3_ge

Expanded Notification Alert Showing the Details

Sure, local-admin problems plague a lot of people and, sure, user segments are noisy. But
some noises (like the chirping of a Thinkst Canary) are clear as a bell.

DMZ-1

internal - user

Thinkst Canaries waiting patiently for attackers to reach out
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Server Farms

Server farms are another simple place to drop in Canaries.

Whether you're aiming for a file-server in AD, a SQL-Server discoverable through

MSDE/SQLPing or just a stray Sharepoint server with juicy looking contents. Builtin Canary
Personalities make this a walk in the park.
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b Users Scan J Expand All |
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Sean Complete (1 instances found |
e Sign In =

Waming: this page is not encrysted for secure communication. Lser names,
pessmords, and any other information will be sent in clear test. For more
infarmation, EONIBCL POuT TN,

User npre

e -
< " El e

Sk in

| Eign me in automaticaly

Pre-packaged Personalities Let You Get Up And Running Quickly

The useful hook here, is that it's not uncommon for attackers to scan server subnets looking
for low hanging fruit, and once more, it's super common for even advanced attackers to look

around once they pop an existing server. Both ways, your bird quickly becomes a
reasonable port of call.

user segment server-farm

N N
¥ "1 N
_—

A Flock Of Thinkst Canaries, Running Different Personalities
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How Will Attackers Find Them?

People think they need complex “breadcrumbs” to make
this happen, but they don't.

Our Thinkst Canaries are made to look valuable, not vulnerable, and if you place something
valuable on your network, the sort of attackers you really care about will make it their jobs to
find them. “But as an attacker | only ever touch servers if | see them in active use,” says the
pen-tester being kind of dishonest with himself.

No problem.

A simple, valuable way to bring Thinkst Canary into play, when it's running as a Windows
server or NAS server, is to map a network drive. If you created a permanent mapping from
the CEO's or CFO's laptop to a Canary, it would simply sit there:

5 Private

“ Hom
¥

i » Metwork * ExecFinanceF51 » Secret-Share » Private [

A Quick access

2017 -Financials
Al OneDriv ;
& OneDrive 2018-Recruiting

W This PC Photos

b Network

A Permanent Mapped Share On A Sensitive Machine
Points The Attacker Toward The Canary

But... when the CEO/CFO eventually gets popped, you can bet your bottom dollar that the
attacker is going to explore the mapped connections on his machine, announcing his
presence. (The astute reader will notice that this mapped drive would also alert us if the
CEO/CFO were hit by ransomware)
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Intranet Jackpot
Who Doesn’t Love Stumbling Onto An Intranet Site?

Diogo Monica @ @diogomonica - Mar 26
Corporate wikis continue to be one of the best places to plant some
honeytokens around.

Someone is mildly wrong on the Internet

While we totally forgive Diogo for calling them "honeytokens", we also totally agree with the
sentiment. As an attacker, | loved stumbling onto Intranet sites. They are usually full of juicy
data, pointers to valuable systems, possible credentials, and so on. Well, thanks to Thinkst
Canary, setting up fake systems like this are a breeze. You can use the “User Supplied
Website” feature on your Canary web server to allow you to upload your own webroot:

Upload Customize

Custom HTTP Headers n

Secure Website

HTTP Page Skin

User Supplied w2

Upload custom webroot

Upload Your Own Website To The Canary = Thinkst Canary With A Custom Website

This allows you to create a quality intranet Bring your other bird into play by
site that looks genuine enough, but populating the fake website with
screams blue murder when touched. reference to other Canaries in your

environment.
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SCADA / PLC Birding

Industrial control systems saw a raft of security research
in recent years, and the general consensus is that they
are pokey at best.

Combine that with a clear history of targeting and compromise (obligatory mention of
Stuxnet), and administrators of control networks need ways to detect attackers.

Your Thinkst Canary makes this trivial. With a few clicks, you can easily deploy a Modbus TCP
endpoint to emulate either a Rockwell or Siemens PLC.

2 Canaries

® SPLC-PRTEES3

Last seen
Uptime

Quickly Deploy A Thinkst Canary For ICS Environments
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When attacker reads or writes data on the Canary PLC, it fires an alert and they'll have
revealed themselves sooner than you can say “Centrifuge error!”

Modbus Device IP Address
192 -168 -20 - 148

Modbus Port 502

Disconnect

Connected

ModbusClient

Unit ID
Register

Holding

0 Input

1
1
Digital In T
Digital Out >l<:
Read
ModbusClient

Version 1.2 (29)

Copyright @ 2017 Control Technologies Pty Ltd. All
rights reserved.

The Thinkst Canary’s Modbus TCP endpoint appears legitimate

o WioBus Request on SPLC-PRTHIA]

1 minute ago

F ' L
Default Flock

Server room A

Unit ID: @

ModBus Request on SPLC-PRT&893 (Default Flock) s & x

Timestamp

May 30, 05:00:15 PM GMT+2
SPLC-PRTG893

192.168.20.150

@ Mark as seen

When the query tool probes the Thinkst Canary, an alert is received

https://canary.tools
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Mod My Canary!

What if you have a service that's not
currently available on your Canary?

Wouldn't it be great if you could easily get a fake version of the service running, and get the
reporting and alerting for free?

Fortunately, you have two options:

Thinkst Canary ships with an SDK. In Bluetooth config mode, you can upload your own user
modules to the bird. This gives you complete control with simple primitives to generate
alerts. (You can read all about it at https://canary.tools/help/user-modules.)

You can use the “Custom TCP Service” to create super simple TCP Services on your birds.

When configuring your Canary, simply enable the "CUSTOM TCP SERVICE”

@ Custom TCP Service @

() Custom TCP Service 1

Port

8001

Banner on Client Connect

Welcome to FoodDemoDaemon - v2.1\n

Banner on Receiving Data

411 - Command Unknown
Alert only if client sends

Long lived connection ﬂ

+ Add service

Accessible Either In The Console Or On The Device's Config Page

https://canary.tools 16 Mod My Canary!



As Advertised
This Module Does Exactly What It Says On The Tin

It allows you to create a custom TCP service on the bird. Simply give the module a port to
bind to (8001 in our example) and then create a banner that will be served to the attacker
on connecting. (Welcome to FooDemoDaemon - v2.1\n in our example). That's it... You've
created a custom service and will be alerted accordingly.

Custom TCP service which echoes a banner on connect

Custom TCP Service Request (Port 8007) on LINFS (Default Flock) L *
;) 5ec0nds ago MayBlJ 05:25:24 PM GMT+2
Default Flock LINFS
S”z'nn.-r- I.UGJ.I" A ‘QZ?I E;E-.ZCI.'I-“H

and generates an alert

https://canary.tools 17 As Advertised
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Canarytokens

How To Get The Most
Out Of Them Create a new token

Create a new token s

m Canarytokens %

WWeb Bug &
. L. L. URL that alerts when hit,
Canaries detect SUsSpICIous aCUVlty on
. ~y DN3
networks by emulating servers, routers BE] o1 nostrame that alerts wihen queried. o
and other networked systems. They are o AWS API Key -
. . " Amazon Web Sersices API key that alerts when used.
super quick to deploy and super simple to
M5 Word Macro Document
u n d e rSta n d . ﬁ Micrasalt Word docurment that alerts when macro run, o
| Macre Document
. . . MI‘EFE::e Cel document at alerts when macro rum o
Can we do something to detect malicious e e |
- . . . WireGuard VPN
aCthlty | ﬂSIde you r favou rlte SaaS @ WireGuard WPN client canfig that alerts when cannected. o
application? Can we tell if an attacker is gy Cloned webske "
bl’OWSIﬂg you r DI’Op BOX Sha re or I’ead | ng Javascript snippet that alerts when your website is doned.
/ 3 QR Cade
yOU r S|aCk? That S Where Ca na rytOke ns ﬁ QR code for physical places or objects that alerts when scanned. o
come In. ﬂ Acrabat PDF 0
PDF document that alerts when opened in Acrobat Reader
i . Slack API Key
CanarytOkenS Can be thought Of aS tlny b | Slack API key that alerts when used. n
digital tripwires. They can be deployed in — =
tons Of p|aces _ qu|ck|y and eaS||y (A S|de Windows Folder that alarts when browsed in Windows Explorer.
benefit is that once attackers are aware @ Custom Exe/Binary o
. fedified EXE or DLL that alerts an execution.
that they are being employed, they slow an A
ucket
attacker dOWn greatly, fO rC| ng them to * 53 Bucket in your AWS account that alerts on any access °
dlStrUSt anythlng they grab on the @ E:::mni::‘btl?n::::guem that alerts when viewed. o
engagement). Generally, the more people '
. L Office 365 Mail Bug
p|ay Wlth them, the more Oppo rtu N Itles @l Archive emails in Office 365 mailbores that alerts when URL inside hit, o
they find to deploy them. Canarytokens are B FostRedinec o
. . . WRL that alerts when hit and redirects to a chosen URL,
free to use, and inexpensive in terms of
. Slow Redirect
the tlme they ta ke to generate and deploy . UFT:hafal::: with browser fingerprint and radirects to a chosen URL o
E Google Sheet 0
A” Canary CUStomerS get thelr_ Vel’y own Google Sheet that alerts when apened.
Canarytoken server built right into their B o D o strts e apenet, o
management console. For everyone else, gy G o
we run a ﬂ,-ee pUb“C server hOSted at Create tokened mails in Gmail/G Suite mailboxes across your org.
https.//canarytokens.org Creating a Canarytoken
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Canarytokens
How Do They Work?

Canarytokens work through a variation of what physicists call “the observer effect”. i.e. that
someone observing a system, changes that system by virtue of observing it. So attackers
change the system when observing it, and using tokens, we can generate alerts when these
changes take place.

If properly deployed, we can make sure that the change is a super reliable indicator of
"badness”.

For example:

We give you a Canarytoken-Email-message to tuck away in a folder. An attacker reading
this email sets off an alarm letting you know it's been read.

We give you a URL (that you place somewhere private). An attacker visiting this URL sets
off an alarm.

We give you a working set of credentials for AWS. An attacker trying to use them sets off
an alarm. (The nice thing here is that it doesn't matter whether your organisation actually
uses AWS - the attacker doesn't know that. All they know is that they've found AWS
credentials, which could lead to an entire datacenter in the cloud. The only way to find
out is to use them).

You should notice something here. The possible tokens differ hugely and to some extent so
does their method of operation. (Some tokens are set to fire the moment an attacker
browses a directory while others will only fire if the attacker specifically uses a canarytoken'd
APl-key when logging into a SaaS application.

https://canary.tools 19 Canarytokens
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Canarytokens
How Effective Are They?

Canarytokens have proven to be super effective at tripping attackers up in the real-world.
Since the cost of deploying them (as they're included with any Canary subscription or
available online) is near zero, using them is a no-brainer.

Canarytokens are also self-identifying. You could drop thousands of them, each with their
own little reminders:

AWS Creds left on CFO's laptop;
AWS Creds left in CEO's DropBox;
AWS Creds left in my home directory.

After deploying them, forget about them forever. One day, months from now (if things go
wrong) you will get an alert telling you:

The token "AWS Creds left on CFO's laptop” was just used

At this point you will know that your CFO's laptop has been compromised. Depending on the
type of token, you'll get other supporting data but regardless, it will be enough of a thread
for incident responders to pull on. Knowing that a file, safely ensconced on your CFO's
machine, was used by someone else makes things pretty clear: your CFO is no longer the
only person with access to their laptop’s files.

Let's dive in and take a look at some of these tokens.

https://canary.tools 20 Canarytokens



Canarytoken Basics
Most Of Our Tokens Are Based On Two Kinds

Two particular Canarytokens form the basis for most of the others. The first is the web, or
“web bug” token. We give you a URL, and once an attacker visits the URL, an alert is
triggered. Since web browsers are happy to give up browser, plugin and operating system
details, the web bug token is ideal for gathering details about attackers.

a) Canarytokens %

No tokens created. Why should 1?7

Create a new token

Web Bug w
Reminder
L Link in Paul's Inbo:d v ]

Create token

Creating a Web Token

Web Bug Canarytoken Triggered & & x
Time Since Incident Timestamp
0 seconds ago May 30, 07:53:47 PM GMT+2
Flock Source IP
Default Flock L
Token Token Reminder
Web Bug Link in Paul's Inbox

Date: Mon May 3@ 2822 19:53:47 GMT+8288 (Central Africa Time)
Geolp details:

City: Port Elizabeth

Region: Eastern Cape

Coumtry: South Africa (ZA)

Coordinates: -33.91799 25.57087

Headers:

Accept-Language: &n-Us,&n;q=08.9

Accept-Encoding: gzip, deflate

Fonnectinn: keen-alive

@ Mark as seen

An Alert From The Same Web Token

https://canary.tools 21 Canarytokens
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The DNS token gives you a unique hostname. This can be inserted into a variety of different
places. When an attacker resolves this DNS name, we will generate an alert.

Even tightly restricted networks will often allow DNS traffic to escape, making this token
more likely to call home;

Many attacker tools will resolve hostnames like this automatically without the attacker
knowing it.

This allows the DNS token to become the building block of several high quality trip-wires.

Wy Conan x
STEP 1
Create and Deploy
a DNS Token -
[ e e |
STEP 2

Wait for an Attacker
to Discover the Token
and Get Curious

Dataisit Flock 155.190.194.67

STEP 3
Investigate the
DNS Token Alert

DNS Haostnamie in Alex's fete/hoss file

https://canary.tools 22 Canarytokens
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Office File Tokens

Office documents draw attackers like ants to a picnic.

Unfortunately, the average business still has thousands of sensitive documents exposed on
open file shares. Attackers know it and this proclivity can be used against them.

There are currently four types of document Canarytokens and all of them will work when the
document is opened, regardless of where the attacker might be located: Word, Word Macro,
Excel Macro and PDF.

L) o, g |,

PDF Token Word Macro Token Word Token Excel Macro Token

Whether copied onto a flash drive in Singapore, handed off in Houston, opened in Russia -
the trap will still fire and will betray the thief.

[ ]
security engineer & . I U files stolen and
deploys token to S copied to a
file server flash drive

° I E o
A
engineer is thief checks files.

notified and = 2 unknowingly
investigates triggers token
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Stepping Up
Adding Macros

While the normal Word and Excel Canarytokens return the same basic information as an
HTTP web bug, the macro-enabled versions grab additional details. The combination of the
local logged-in account name along with an internal IP address can be very useful to an
incident responder and make it worth deploying a few of these tokens.

MS Excel Macro Document Canarytoken Triggered . & b4
Time Since Incident Timestamp
0 seconds ago May 30, 07:07:50 PM GMT+2
Flack Source IP
Default Flock 169.1.1.11
Token Token Reminder
MS Excel Macro Document CFO's Documents folder

Date: Mon May 38 2822 19:07:58 GMT+8208 (Central Africa Time)
Login Username: helen
IP Address: 192.168.9.108
Operating System: Mac OSx
Sowrce IP: 169.1.1.11
This workbook contains macros. Do you want to disable
macros before opening the file?

Macros may contain viruses that could be harmful to your computer. If

this file is from a trusted source, click Enable Macros. If you don't fully
trust the source, click Disable Macros.

Disable Macros

But wait. Will an attacker “enable” macros if a document asks for it?

In our experience, almost certainly. Keep in mind how successful phishing attacks are
against users. They get a doc they want to access and then happily click through dialogues
to get at it. This token uses the same principle against attackers. They want access to that
data and if they have to click a dialogue box or two to get at it, they will.
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Inbox Traps
The Email Inbox Is Home To A Variety Of Treasures.

Corporate inboxes house password-reset emails, expense information, contracts, bank wire
information and much more. Attackers know this, which creates an opportunity to set some
traps.

There are several Canarytokens that are ideal for creating email traps, such as the QR code
token (page 39), web image token (page 37) and office document tokens (page 28).
However, for Office 365 customers, we have a token that automates the process of creating
a trip-wired-email and placing it into employee inboxes.

i) Canarytokens x

1 active token, none disabled

Create a new token

Office 365 Mail Bug -

This token will place an email in users’ mailboxes (with an individual Canarytoken embedded in every mail).

Attackers searching for juicy information will find the mail and click on the link (while most users will never know it's
there). It will take 4-steps. (You will need to be a Office365 admin, or will need access to one if you plan to place an email
in everybody’s mailbox)

First, let's create the mail that will sit in every mailbox.

The Office 365 Mail token connects to your company Office 365 service and offers to drop
email traps in employee mailboxes for you. Provide a list of email addresses and the traps
are inserted in seconds, now ready to ensnare the next unwitting attacker to come along,

poking around.

By default, the pre-written email we insert is designed to attract most attackers, but can be
customised to suite other scenarios. It is inserted in each employee’s Archive folder, to
ensure employees don't trigger the alert accidentally.
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What about Slack, Teams or Mattermost?

Apps like these are becoming quite popular in the
enterprise.

Would you know If one of your users was compromised, and an enterprising attacker was
now searching through old conversations?

We've got you covered, since email token use-cases also apply to messaging and
collaboration apps!

One advantage they have over email is that the messages on these platforms can easily be
edited after they are published to a channel. So, all you have to do is find an old conversation
entry, paste a web/image/QR/redirect token into it and make the conversation look valuable.

_ Looking forward to tomorrow, the weather forecast looks great!

B I £ « i iz i M A2 @

Cancel «! Save Changes

BEFORE

In Slack, Microsoft Teams and other enterprise messaging applications, it is possible to go back and modify old messages. We
can use this functionality to lay traps for attackers.

adrian 11:03 PM
Greg, here's the AWS key info for you

[default]
aws_access_key_id = AKIAVLDLF7TPHIQBGRAT
aws_secret_access_key = NWPJqCf5JdApPMIvWY TpJBAFOa000muZKPMS5555K

Click here to get access to the Lastpass database http:/6ea74a2c22%d.03n.io/cdn/P0m330nkg31j7sckv3jquulus/redir (edited)

AFTER

The original post has been edited. With Canarytokens inserted, attackers are likely to find and fall into the trap.

An attacker who gains access to this service is going to search for juicy information and will
stumble on those snippets. As soon as they use the access, you receive a reliable
notification that something strange is going on.
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AWS API Key Token

The magic of the AWS API Key token is that there's no way
for the attacker to use it without setting off an alert.

Additionally, the attacker can't afford not to try it, because it could potentially allow access to
the entire cloud infrastructure. In short, for an attacker, it's too valuable to ignore.

Simply create a useful memo to remind you where you deploy the token and in return you
get a working set of AWS API credentials to deploy anywhere - laptops, file shares, as
comments in code, etc. Setting an appropriate memo for the token makes it easy to pinpoint
the precise location of an intrusion.

AWS API Key Canarytoken
AWS creds on CFO's laptop

Token Type Flock Name
AWS API Key Default Flock
Token Reminder Date Created
AWS creds on CFO'’s laptop 30 May, 18:51
Token Status Triggered Count
Enabled Not triggered yet
Token

[default]

aws_access_key id = AKTARDHQXL3IUTSWBECG
aws_secret_access_key = 4MMLLEjFPmm@TSWa9q9+MMLEMENG] j1UXXQaU2p

Back Download Token

https://canary.tools 27 AWS API Key Token



V3
AWS API Key Token

The beauty of this token is that anyone can use it.

It doesn't matter if AWS is used or not in an organisation - the attacker won't know the
difference and they won't care.

They've hit a jackpot. Once they do use it, a reliable alert triggers:

AWS API Key Canarytoken Triggered B & x
Time Since Incident Timestamp
14 minutes ago May 30, 07:01:04 PM GMT+2
Flock Source IP
Default Flock _
Token Token Reminder
AWS APl Key AWS creds on CFO's laptop
Date: Mon May 38 2022 19:81:84 GMT+828@ (Central Africa Time) L
Headers:

Host: 63afed7Blc67.c3n.io

Connection: close

Accept-Encoding: identity

User-Agent: aws-clif2.4.17 Python/3.8.8 Linux/5.14.@-kalid-amd64 docker/xB6_64.amzn.2 prompt/off
command/sts.get-caller-identity

Geo IP Details:

city: Port Elizabeth

hnst dnmain:

@ Mark as seen
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Cloned Website Detection
Phishing attacks are still painfully prevalent.

They generally follow a consistent playbook:

4.

Attackers clone a trusted site and host it on infrastructure they control.

Attackers try to convince their targets to access this fake version of the site (usually via
phishing emails), and enter their credentials.

Some portion of the targets fall for the trap.

Attackers use these shiny new credentials to access legitimate applications.

Cloned site tokens are tiny pieces of JavaScript you place on your websites. If an attacker
ever clones your site and runs it on a different domain, your alert fires.A solid, reliable

indicator of an impending phishing attack.

Cloned Website Canarytoken

{ x
Cloned website detector on canary.toals .
Token Type Flack Mame
Cloned Website Default Flack
Token Reminder Date Created
Cloned website detector on canary.tools 30 May, 18:59
Token Status Triggésed Count
Enabled Not triggered yet
Token
Lscripts
if (document.domain != “canary.tools” BB document.domain != “wesd.camary.tools™) {

var 1 = location.href;
var r = document.referrer;
var m = new Image();

if (location.protocol ‘https: ') {

m.5MC = Thttps:/f/e3atedT?ELC6T .03n. lo/ inages / ube jkothBeplvinBoyusdbab, image . gifsl="

+ encodel®I{l) + “Brs" + encodelURI(r);
) else {

m.srC = “hitp://6lafedTE1cE67 030, o/ images /ube kO thdeplvTnd2oyusdbdb/ inage. gif?l=" +

encodeURI(1) + "&r=" + encodelRI{r);
¥
}

«fseripts

ignorg list @

https://canary.tools

29

Cloned Website Detection



j.
There are use cases for the cloned website token beyond the anti-phishing example above.

Use them to ensure that non-production sites remain that way. Deploy this token to
development, QA and disaster recovery environments to ensure they're not being used
outside their intended parameters. Detect unauthorised deployments and changes.

As with other Canarytokens, this token is super simple to generate and deploy, yet highly
effective in catching badness within your environment. It has helped many organisations
around the world avoid having a Very Bad Day.

Canarytoken Triggered
An Alert

Canarytoken triggered

A Cloned Website Canarytoken has been triggered over cloned-web by the source IP

Basic Details:
Incident Cloned Website
Reminder Cloned website detector on ‘canary.tools’
Timestamp 2019-05-27 09136159 [UTC)
Source IP
Additional Details:
text/html , application/xhtmls
1,8 cation/xmljg=0.9,
L ::agﬂfsz;p?i:a:u-’o;n:.[:’":q'ﬂ,
§,applicatica/signed-exchange;v=bl
Accept-Encoding gzip, deflate
Accept-Language &n-US,enjg=0.9
Background Context This alert is the first from
Cloned Site httpa://evil . com/login
Caonmection keep-alive
Dt 1
Dst Port B0
Original Site canary.tools
Referer https://evil . com

Upgrade-Insecure-Requests 1
Mozilla/5.0 (Macintosh; Intel Mac O X 10 13 6)

User-Agent AppleWebEit/537.36 (KHTML, like Gecko)
Chrome/74.0.3729.157 Safari/537.36

Here iz a link to the incident
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Google Drive Tokens
Very Normal Looking

There are two options for Google Drive tokens: Google Docs and Google Sheets. Both fire
an alert when opened. Use is similar to the MS Office document tokens discussed earlier, so
many of the same use cases apply.

There is one major difference: Unlike the office document tokens, Google Docs and Sheets
can be shared with anyone without copying or sending files. This makes it possible to extend
the reach of the token without moving it anywhere, simply using the sharing options built
into Google Drive.

My Drive > AccipiterMon = B @
Folders Mame P
B Acquisition Offers IR Glog Drafis Il Business Does BB Ccompetitive Intelligence
I customers Bl Market Rezearch Il Marketing IR Partnerships
I Fortfolio BB Froducts B sales BB Website Assets

Files

sccipiinebion

Pen Test Regpon

h with oth Get sh ble link
Bl 2019 Onboarding Details for ... Bl AccipiterMon Pentest Results w Share others EHERSNS SIE @

Y Link sharing on Leam mora

Actually a

Anyona al Thinkst with the link can view -~ Copy link

Canarytoken

hiips:i/docs. google.com/document/d/ raghFvZ3UdIHETE4yNUfDOINIwnXBKIC SI02

People
: >
Enter names or email addresses. .. , -

Shared with Adrian Sanabria, Paul Perkenstein

“ i
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Google Drive Alerts
With Options

One of these options is link sharing, which turns these tokens into traps with very legitimate
(and normal) looking links. As with the AWS API Key token, there’s no way for the attacker to
detect the trap before falling into it. Paste this link into Slack, emails and even other
documents and it will look totally normal in any business setting.

Alert details will include the email address of the account that opened the GDoc or GSheet.
This makes it possible to see if they are being accessed by accounts they haven't explicitly
been shared with.

Google Doc Canarytoken Triggered ¢ 3
Time Since Incident Timestamp
0 seconds ago May 30, 07:48:08 PM GMT+2
Flock Source IP
Default Flock 107.178.193.32
Token Token Reminder
Google Doc Thinkst Details - Salaries
Date: Mon May 3@ 2022 19:48:08 GMT+8200 (Central Africa Time) L

Email of document viewer:
Email of document owner:
Locale of document viewer: en

@ Mark as seen
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MS SQL Server Token

Consider attackers who have just gained access to a
production SQL server for the first time.

They'll need to explore the database and query tables to find useful data.

The SQL Server Canarytoken is designed to alert on this exploration. It creates a virtual
table (or view) with an attractive name inserted into the database. When queried it sets
off an alert.

Create a new SQL Server token on your Console by choosing a juicy name for the virtual
table, like payment_details or users_audit.

Once created, download the SQL script and run it on the SQL server and you'll have
agent-less detection of a SQL database breach running in no time.
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Web Image Token
Picture This...

The Web Image Canarytoken allows you to upload any image to us. We will serve it to
people and will let you know every time the image is accessed. While conceptually simple, it
becomes powerful in many use cases.

Creating this token involves uploading an image to your Canarytoken server.
The image is then assigned a URL that can be embedded in any HTML page.

This web image can be embedded in HTML emails, which will often enough load
automatically.

Custom Web Image Canarytoken < ®

Wiki admin section

Token Type Flock Name

Custom Web Image Default Flock
Token Reminder L Date Created

Wiki admin section s 30 May, 19:29
Token Status Triggered Count
Enabled Not triggered yet

Token
http://63afed781c67.03n.io/files/p790af92vycx2evok7asxpc71/403.png

Back [ TRGIE]
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Web Image Token

A Sure-fire Way To Know You're Being Browsed

Another interesting use would be to create a fake admin page or directory listing on a server.

Directory listings typically use small icons, which are images that could be tokenised. Another
use case: embed Web Image tokens into administrative consoles or websites that are rarely
used. Whenever someone accesses one of these pages, the tokened image(s) will load,
triggering an alert.

It's a sure-fire way to quickly be notified when web pages that should not be accessible are
being browsed.

Index of /

Name  Last modified Size Description

C)secret!  2017-01-27 15:40

3 priv/ 2017-01-27 15:41 -

Dedit 2017-01-27 15:40 -
S dicl/ 2017-01-27 15:40 -

Actually a [?) config.php 2017-01-27 15:40 11K

Canarytoken

Apache/2.4.23 (Wint64) PHP/5.6.25 Server at localhost Port 80

Many organisations have disaster recovery data centres that sit for months or years without
being touched. They easily fall off the corporate radar and fall behind on patches, becoming
low hanging fruit for attackers. Sprinkling tokens (web images, document tokens, binaries)
into these environments will help bring them back on the corporate radar when events
worth investigating occur.
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QR Code Token

Generate a QR code that alerts you when someone scans it.

This token'’s usefulness in Slack or emails has already been discussed. There are a few more
to consider.

Print QR codes onto stickers so they can be placed on physical objects that no one should
have access to. You will be notified that someone has had physical access to these devices as
soon as they scan the QR code hoping for something juicy.

Try putting one on a laptop, to pass it off as a corporate asset tag and get an alert when it is
scanned. QR codes on hard (printed) copies of documents is another effective way of getting
alerts when unauthorised parties are physically snooping in places they shouldn't. Place one
in a datacenter or network closet. Authorised personnel know not to scan the QR code.
Unauthorised folks don't.

Try pasting the QR code into sensitive documents. An alert will signal that someone is looking
at a private document and perhaps give some insight as to whom it may be. Include
instructions near or around the QR code, like “scan for door PIN” or “scan to access self-serve
password reset portal.”

2
ﬁ QR Code Canarytoken ¢ w »
Tymon's Desk
Token Type Flock Mame
QR Code Default Flock
Token Rerminder Dt Creatied
Tyron's Desk 30 May, 19:30
Token Status Triggered Count
Enabled Net triggered yet
Token 4

Alerts from this token will also include useful information like the geographic location
associated with the device that scanned it as well as details of the scanning device.
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Redirect Token

These tokens are similar to the Web token, but also
redirect the attacker to a custom web page once triggered.

The goal here is to have the attacker visit a Canarytoken URL (so an alert is fired), but then
redirect her to a legitimate web page (so she isn't aware that she's tripped a Canarytoken).

Q) Canarytokens

Mo tokens created. Why should 17
Create a new token

Fast Redirect

Reminder

Placed on dev wiki

Redirect URL

[ https://p r:-.ratewukl.com;auth-keysl

v)

Redirect tokens are great for grabbing information on an intruder without said intruder
knowing that any alert was generated. Place the token somewhere an intruder is likely to
open the link. One example could be a private wiki. In this case the intruder could be
redirected to another page without knowing that the alert was triggered.

://Intranet ://Intranet

ad ar

://Intranet

://Passwords

(X overty

° G

Password

The Link Triggers
An Alert Received
by the Security
Engineer.

The Attacker is
Redirected to the
Intended Site and
is None the Wiser.

Canarytoken Links are Attacker Clicks

placed on a Hidden a Link. Hoping

Page in the Internal to Gain Access

Corporate Wiki to Passwords
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Windows Directory Token

This token is useful for alerting on access to a specific
folder.

A simple use case would be placing it into a folder containing sensitive information, that is
infrequently used.

Simply create the token and give it a meaningful reminder. Once created, download the
token and unzip the file in a folder.

You'll get notified when someone browses the folder in Windows Explorer. It will even trigger
if someone is browsing the folder via a network share!

The alert can include the network domain and username of the browsing user, if present.

Windows Folder Canarytoken Triggered & & x
Time Since Incident Timestamp
0 seconds ago May 30, 07:37:00 PM GMT +2
Flack Source IP
Default Flock 74.125.43.133
Token Token Reminder
Windows Folder C:\Documents\secret opened
Date: Mon May 38 2822 19:37:00 GMT+820@ (Central Africa Time) i

Hindows Username: administrator
Windows Access Domain: winl@-pc
Windows Computer Name: winl@-pc
Source IP: 74.125.43,133

Date: Mon May 3@ 2022 19:37:09 GMT+@200 (Central Africa Time)

@ Mark as seen
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Advanced Tokening

Once comfortable with creating and using tokens, there
are some additional details to consider when deploying
and managing tokens at scale.

Automating Canarytoken Deployment

Canary tokens can be deployed via the console API. This makes it possible to create a huge
number of unique, customised tokens fairly easily.

A few examples may help spark some ideas on how to automate Canarytoken deployment.
Use Active Directory to drop tokens across your Windows fleet.

Use NETLOGON and a Windows bash script to distribute unique tokens to each domain-
joined computer (using %computername% %user% and other system variables).

Use Chef or Ansible or third party security automation tools to integrate token
deployment into infrastructure deployment

There are no limitations on the number of Canarytokens that can be created and
monitored: Feel free to generate them by the thousands!
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The Way Forward

It's Trivial.

For decades security pros have been telling people to make use of honeytokens to detect
when attackers were touching restricted data. Of course, this trite suggestion was non-trivial
to implement (which explains why so few people ever did).

Canarytokens makes doing this trivial!

Take them for a spin, at $0.00 you have nothing to lose and you might just find out things
about your data (and networks) that you didn't expect.

In October of 2016 | created a word doc
from canarytoken.org and called it

® . doc and hid it on the server,
outside of 1IS. So you would either have to
logon to the box or escape IIS to find the
doc.

In December, we decommissioned the box,
took it off line and destroyed it. Starting on
Jan 08 through Jan 17 we have recieved
notification that

the token has been opened five times from
the russian based = s men

We would have no idea that was going
on...none.

Thanks,
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